Abstract
Ethics and digital technologies policiesin Australian schools: Challenges,
dilemmas, and the discourse of compliance and control

The relationship between ethics and digital techgas in schools has been an area
of growing concern in Australian education in retgaars. This paper aims to make
a contribution to greater understanding of the waysvhich ethical issues are
positioned and presented in digital technologiekcpes for Australian schools.

Media hype surrounding issues such as cyber bgij\students using mobile phones
as cameras and accessing pornographic, racist aolént material through the
Internet can create a negative perception of diggahnologies. From this media
perspective these issues are seen to be rife anof @ontrol in Australian schools.
Despite the increased use of digital technologieschools and greater awareness of
ethical issues associated with them there has ligtlerpublished work from

Australia about the interface between ethical cdesations and policies relating to
digital technologies in schools. The ethical dimen®f digital technologies policies
in Australian education requires further researdgiin a more contextual and
nuanced understanding and to give voice to thevigithe key stakeholders in
school communities regarding the nature of thedieips. This is important
particularly in the light of the Federal GovernmanDigital Technology Revolution’
which occupies a high profile in the landscapeamitemporary school education in
Australia.

The paper argues that the policies designed byasheducational bodies and
government departments to direct and control treeafdigital technologies in
schools represents a discourse which is chara&dris/ notions of compliance and
control. This discourse contains language whichiscapon a shared understanding
of values and principles that are actually contdst@d ambiguous. Furthermore, the
policies do not adequately acknowledge or promiméesiducative role schools can
play in engendering responsible use of digital tebgies. In order to explore the
discourse associated with digital technologies@e some pertinent ethical issues
related to the Internet and mobile phone use asewdised. National education
declarations and documents regarding school edooadre examined along with
regional and school based policies related to the of digital technologies in
specific contexts. The investigation of these mdiand documents is concerned with
critically analysing the ethical assumptions anduegudgements which underpin the
discursive language which forms the discourse ofgl@nce and control.



Ethics and digital technologies policies in Austrahn schools:
challenges, dilemmas, and the discourse of complie@and control

Introduction

Stephen is a year 10 student sitting in his s@ui@nce class. The year is 2009. The
teacher has just instructed the class to recorddhees of five Internet sites on the
global economic crisis for homework. Stephen quigkllls his mobile phone out and
connects to the Internet to look up the sites.hé@ traises his hand to inform the
teacher that he has located the sites and offées @r know what they are. The
teacher is caught in a dilemma knowing that th@skté policy prohibits the use of
mobile phones in the classroom. However, the stu@ephen) has obviously been
using the mobile phone to quickly find the inforioatthat was requested of him: the
other students are cognisant of this also. Théheabanks him for contributing the
information but reminds him that he is breakingshbool rules, so he grudgingly
puts his phone away. Stephen’s frustration is camgded by an experience the day
before when trying to access a human rights webwdiich he wanted to research for
an assignment. He discovered that the school'snetdiltering system blocked
student access to the site, because it has onewhict was classified as

unacceptable.

Scenarios like the one involving Stephen are oaagiin schools across Australia
where the use of digital technologies are subjecatiies and policy regulations which
are intended to arbitrate their use. The dilemnoaday Stephen, his teacher and the
other students is one example amongst a plethiatngeto the ways in which digital
technologies present ethical, educational and pachallenges to those involved in

school communities. In this way the underlying essin Stephen’s story carry much



broader implications for the way in which digitathnologies are perceived,

regulated and translated into policy directives.

This article seeks to explore ethical issues rdlagadigital technologies in Australian
schools through an examination of policies devisearbitrate their use. In the
context of this study, ‘digital technologies’ indielcomputers, computer software and
related peripherals such as data projectors, mphibaes, television, DVD, video,
satellites and interactive whiteboards. The argslamines macro and micro policies,
macro referring to Federal, state and educatidneoffolicies: and micro referring to
policies coming from school contexts. There is sa@gree of fluidity between these
two levels (macro and micro) and they are to aemxnterdependent in terms of
policy development and implementation (Bell & Stesen, 2006). It is argued that
the policies designed by educational institutiomd bodies to direct and control the
use of digital technologies represents a discontseh is characterised by notions of
compliance and control. Furthermore, these policoegain language which calls
upon a shared understanding of values and prirscthkg are actually contested and
ambiguous. The discourse is largely instrumentahst fails to take into account the

educative dimension of ethics and digital techn@sg schools.

This paper argues that in the light of the criticdé played by digital technologies
and their potential for enhancing all dimensionsafool education in-depth research
is required to provide a more holistic and richederstanding of the policies that are
constructed to control and mediate their use. @iqadar interest is the ethical
dimensions and implications of digital technologaesl the policies developed to

guide their use in school contexts.



The concepts of policy and discourse in relatiodigptal technologies policies are
central to the analysis in this paper. Policiepationg to Stephen Ball project images
of an ideal society and represent the authors’ ¥ialaout the operational statement of
values and their allocation (Ball, 1990). A polisyboth ‘text and action, word and
deeds, it is what is enacted as well as what enaed’ (Ball, 1994, p10). Policies
form and become a part of educational discourselséourse embodies meaning,
social relationships and power relationships (BB0). Public policies can be
understood in discourses which frame the policres@ntain debates which pertain
to them (Reid, 2000). According to Foucault languémyms a vehicle for discursive
communication and is formed by institutional prees and the nexus between power
structures and knowledge (Foucault, 1974). Befooegeding with this inquiry it is
helpful to briefly outline the context in which digl technologies are being used in

schools in Australia and some of the pertinentdiiere, related to the context.

Context

The use of digital technologies in Australian sdrexshucation has undergone many
changes over the last decade related to new alumcmodels being initiated and
new approaches to learning and pedagogy at botbettendary and primary levels
(Groundwater-Smith, Brennan, McFadden, Mitchell,nivis, 2009; Preston, 2004).
Related to these changes is the rapid rate of tdotpical advancement and the
subsequent difficulties in maintaining policiestthee relevant and engage effectively
with emerging capacities and potentialities of éheechnologies. Despite these
changes there is a view that the school systeltf litas remained fundamentally the

same for many decades governed by conventiona¢sisbrigid timetabling, and



traditional classroom organisation. Teacher cerngarhing still predominates and the
effective use of digital technologies is still lahg peripheral (Selwyn, 2007; Pflaum,
2004). Against this backdrop Australian society &gserienced major shifts in
technological advancement since the 1990’s padibuin the area of digital
technologies (Ministerial Council on Education, llayment and Youth Affairs
(MCEETYA), 2008a & 2005). Schools both primary astondary have experienced
increased integration of a range of digital tecbg@s particularly computers
(MCEETYA, 2008a; Robinson, 2007; Preston, 2004 )wkleer the rate and level of
integration varies widely across school systemsragobns. Likewise high levels of
integration of digital technologies have not neadgsresulted in their effective
utilisation as part of the curriculum and teachamgl learning programs (Department

of Education, Employment and Workplace RelationEEWR), 2008a; Neal, 2005).

The Rudd Government’s ‘Digital Education Revoluti@007) has increased the

focus on the use and integration of digital techgws (especially computers) in
schools over the last two years (Rudd, Smith anat@g 2007) The greater

integration and use of digital technologies in sdb@s proposed by the ‘Digital
Education Revolution’ will require greater strategnd logistical planning in schools
(particularly secondary schools). The ‘Digital Edtion Revolution’ policy will also
necessitate more policy development at the loegipnal, state and national level in

the field of digital technologies in schools (DEEVW®08a&Db).

It is important that discussion regarding poligikesigned for digital technologies in
schools takes into account the ethical dimensiodscansiderations which emerge

when the technology is used in educational settiRggure to engage with or



recognise this aspect of digital technologies dsaa deficit in understanding of the
role digital technologies are playing in schoold #me dilemmas and issues they are
generating. Many of the current ethical issuesi@éndontemporary school settings
revolve around the use and access to the Intenétthe use of email and mobile
phones (Brooks-Young, 2006). Beyond a recognitioth® ethical debates, the ways
in which these issues are being responded to atgores examination and critical
discussion (Selwyn, 2007). Schools, education deganrts and governments have
developed a range of policies designed to guidepaestribe the use of digital
technologies so their use conforms to legal, etlaind technical standards. These
policy responses represent what Selwyn (2007) thescas socially constructed set
of practices and responses to technology (OushoBmé&h, 2003). Digital
technologies are not neutral artefacts, and regsossd attitudes towards their use
can be seen as:

“a culturally contested zone, where users advogagyps, consumer

organisations, designers producers, sales peojy poakes and

intermediary groups, create negotiate, and giviertliig and sometimes

conflicting forms, meanings and uses to technold@ishoorn & Pinch,

2003, p24).

As with all forms of technology digital technologieepresent values and vested
interests and thus are not neutral and have todag¢dd as part of a social context
(Wyatt, Henwood, Miller & Senker, 2000). A numbédranithors argue that the values
embodied in the technology reflect the dominanti@s] institutions and power
hierarchies of society (Apple, 2004; Apple, 198Tittk& Winegar, 2007).

Furthermore, technology is constrained by exissogal practices (including ethical



ones) and these greatly influence its use (Kriw&egar, 2007). This paper is
interested in identifying the values and ethic&gepts embedded in policies which

are constructed to guide social practices inimiab digital technologies in schools.

Relevant Literature

The published research from Australia related gatali technologies in education is
an emerging field. The body of work is relativetgal in comparison to the scope of
academic literature available in the United Staesppe and the United Kingdom.
Given that the body of research in this field i ghderdeveloped there are spaces
and gaps that can be identified (Moyle, 2008). &kisting published literature from
Australia is focussed mainly on pedagogical, tecélrand cognitive aspects of digital
technologies in schools and tends to be quant&atinature (Moyle, 2008; Neal,
2005). A largely unexplored area is the views andeustanding of key stake holders
namely teachers, parents and students in regan@se policies; this also warrants
research and recognition, although it is not withi&a scope of this paper to report on

such research.

Ethics is a complicated field to define and hasadrapplications in the domains of
social life, religion and philosophy. The word lfssomes from the Greek word
‘ethidos’ which refers to the nature of a persartiaracter (Mordini, 2002). Ethics
involves the creation and implementation of motahdards and principles intended
to guide behaviour, based on notions of goodnedsight actions (Audi, 1995,).
Modern ethics is often based on the assumptionoséhimperatives that should have
universal application (Tavini, 2002). Central tbradtions of ethics is an examination

of values which underpins decisions about the cbaeurse of action or stance in



regard to particular issues (Tavini, 2002). Thipgras concerned about ethics in
relation to notions of right and wrong uses of @ilgfiechnologies and the policies
designed for school education. In this sense theudsion constitutes a form of
applied ethics and encompasses notions of poweresponsibility, and the dynamics

between policy and practice (Tavani, 2002).

There is a well developed literature regarding whaobmmonly referred to as
computer ethics or cyber ethics. The focus of nafdhis literature is on the use of
computers in the government and private sectorgalia2002). There has been a
long history of ethical concerns about computetiagyback to the Second World

War (Johnson, 2001). The concerns and issues eg@aadticularly in the 1970’s
onwards with the wider proliferation of computeaad the focus turned largely to the
Internet in the 1990’s (Brooks-Young, 2006). Autheuch as Moor (1985) argue that
there are policy vacuums which are created whentaelnologies such as computers
emerge (Johnson, 2001). Accordingly these vacuwaws to be filled and the central
task of computer ethics should be to determine wiepolicies should be.
Developing the policies for digital technologieglifficult as there are conceptual
complexities and constant change and the mall&abiiithe technology (Tavani,

2002; Johnson, 2001).

A central question posed in the literature of cotapethics is in what ways are the
ethical issues generated by computers unique?eRdiathis is the question of how
computers can generate a new types of generic nssta that cannot be accounted
for by traditional ethical categories? (Moor, 1986hnson, 2001). This is partly

because new technologies enable new forms of belvata emerge that would not be



possible without the technology, cyber bullyingisexample (Johnson, 2001). These
new behaviours also point to another question treréssues associated with digital
technologies so different that they require a néwcs, or are they really old ethical
issues in a new guise? (Tavani, 2006; Moor, 199Bjerent functionality (such as
computer generated communication) can have magaif®ance both for individual
actions and institutional arrangements (Johnso@12 The new instrumentation
gives rise to moral and ethical issues or metaakthchallenges normal moral

concepts and categories (Moore, 1999).

In terms of the methodology for approaching thesees, the traditionalist accounts
apply moral standards such as honesty and proteatiprivacy to computer
problems to fit new situations (Bober, 2004; Jom&®01). The traditionalist view
does not take into account the new opportunitiessacial relationships and practices
that are brought about by the technology. Howevadijtional moral principles and
values can help to clarify issues and understangimgh norms can be applied to
them. Ethics in the field of digital technologiesolves more than conventional
notions of right and wrong, it concerns relatiohgpower, responsibility and efficacy
at different levels. This is particularly the cageen ethics intersects with educational
policy and digital technologies. All policy is casted and involves competing values

and differential access to power (Bell & Stevens2fiQ6).

Ethics and education

Groundwater-Smith (et al, 2009) state that etma®lation to teaching and learning
is often based on common practice and agreed assmspbout what is right and

wrong. They argue that ethical codes have beenam@ as a way to make more



explicit the tacit understandings and values timakewpin the practice of the
profession or group. These codes can be a wagfwofig shared stances and a
public statement about best practice (Groundwateitfs et al, 2009). However, there
exists a debate in education about the usefulrfessch codes and the lack of focus
on the process involved in arriving at a code (Gowater-Smith, et al, 2009;
Preston, 1994). The notion of ethical codes baseshared values for schools has
also become contentious in terms of the role tege policies are perceived to play
in providing a framework for inculcating valuesyioung people, guiding them about
what is right and wrong. This notion of shared ealis problematic in a country such
as Australia due to the plurality of cultures, gadns and social backgrounds which
inform students' values and beliefs. Acting legaltg correctly is not enough for
ethical action, treating every matter as if it wareechnical matter for adjudication.
All aspects of a teacher’s work can raise ethgsliés because education involves
values and the enactment of social and culturatipes. (Groundwater-Smith, et al,

2009).

As digital technologies developed throughout thedl® and 1990’s, a number of
ethical and social issues associated with thesmtéagies in schools emerged
(Brooks-Young, 2006; Nordkvelle & Olsen, 2006). $hessues relate to who has
access to certain digital technologies and the kedge to use them effectively.
Moreover, what limitations and guidelines are usednd facilitate the use of these
technologies within the context of a school comnyiVhat values, assumptions
and agendas are embedded in ethical codes ofqgearded within schools? Who
determines and implements policies that are int@no@ddress the ethical use of

digital technologies in schools. Is it possiblel&velop generic policies at the macro
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level which maintain efficacy at the local schamlél given a range of contextual
differences? Do we see a discourse of technologisaumentalism emerging that is
reactive to ethical concerns and issues ratherghaactive and reflective? (Kritt &
Winegar, 2007). Related to this discourse is tp@reate of technological
advancement and the subsequent difficulties in tagimg policies that are relevant

and engage with the ethical dilemmas.

During the 1980’s and 1990’s there was a lack lofcat guidelines and policies
which addressed ethical issues specifically (Noetlev& Olsen, 2005; McDougall,
2002; Johnson, 2001). For example email was inttedunto many schools with staff
having no direct guidance regarding email etiquettappropriate usage. Policies
created to guide and control the use of digitdhmedbogies in schools contain a range
of assumptions and embedded values which may bleeningr explicit. Difficulties

can emerge when these generic policies are applietiole school systems and

regions as they can fail to address localised ssand requirements.

Macro Level Policies
Official statements concerning what education diepamts and schools regard as
appropriate ethical use of digital technologies lsarocated in policy documents.
There have been a number of statements in najoahaly documents referring to the
ethical and socially responsible use of technol&ggminent amongst these are:
Adelaide Declaratior{1999)
Learning in an Online Worl@001)
The Digital Education Revolutiof2007)

National Declaration of Education Melbourii2008)

11



TheAdelaide Declaratiortalls on schools to “provide a supportive and umimg
environment to provide a foundation for there iletetiual, physical, moral, spiritual

and aesthetic development” (MCEETYA, 1999, preamtlg.

Specific goals of th®eclarationacknowledge that schooling must develop the whole

student not just in terms of achieving learningcoutes.

Goal 1.3 states that when students leave schoey thould have the capacity to
exercise judgement and responsibility in mattensofality, ethics and social
justice,” (MCEETYA, 1999). Goal 1.6 states thatemhstudents leave school they
should be confident and productive users of infdimmeand communication
technologies and understand the impact of thesmédagies on society (MCEETYA,

1999).

Learning in an Online Worlds a series of policy documents designed to inftiren
use of digital technologies in Australian schoals lmas little specific information
about the relationship between digital technologied policy directives relating to its
ethical use. Theearning in an Online Worl€ontents Specifications Framework
specifies the need for further policy developmdnCd to ensure legal and
regulatory requirements are upheld across diffezedntational jurisdictions
(MCEETYA, 20086).

Another document frorhearning In An Online Worldeclares that

“At the system level, all education authorities @awade available online a

range of documents setting out policies for inteusage and web

publishing, including filtering and acceptable psdicies to manage

12



inappropriate sites, privacy, data protection amlsty of online
transactions” (MCEETYA, 2001, p14).
Learning in an Online Worldoes acknowledge the changes and ethical issla¢sde

to the use of digital technologies in education:

“The social and economic changes created by teofied, together with

student engagement and expertise in their useeoceeacational,

management and ethical issues for leaders” (MCEET2086, p10).
However the nature of these changes in relatiaitizal issues and digital

technologies are not explored or analysed in tb@ithent.

The most recent national education policy declanais theMelbourne Declaration

on Educational Goals for Young Australigi2908b). This document refers to the
importance of moral development of students aloitl the development of values
and attributes such as honesty, resilience anécefur others (MCEETYA, 2008b).
Goal two of the declaration exhorts young peopladiowith moral and ethical

integrity and to be responsible local and glob&tens. The document also states that
the school community should have access to “con&xtformation about the
philosophy and educational approach of the schdM€EETYA, 2008b, pl16). The
way in which these values and ethical preceptsocavill be related to guidelines
pertaining to the use of digital technologies igied to be interpreted at the State,

and regional levels.
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In relation to the ethical use of digital techno&ggthe national education declarations
and documents tend to be generalised and non-gpeciérms implementation.

However, they do point to a framework guided by ahgrinciples and shared values.

Compared to the national education declaratioase sind regional digital
technologies policies are more prescriptive andainrmore discussion of ethical
guidelines and acceptable codes of usage. Stataaludepartments and Catholic
Archdiocesan policies lay out some general polieynieworks for schools to develop
their own policies. However, in these policies thisra clear imperative to follow a

code of values and standards along with legal rements.

The National Catholic Commission for Education &amdiependent School’'s
Compliance Manuahas policy documentation which provides guidelifteghe use
of the Internet and email. The policy makes refeeeio the necessity of developing
reasonable steps in schools to ensure the pratextiprivacy of data stored via the
Internet, however, what these ‘reasonable’ stepssamot stipulated. (Catholic

Commission of Education and Independent School€E(SY; 2004).

The New South Wales Department of Education andhifgis policy Online
Communication Services: Acceptable usage for Sstmghlights the need for
responsible and appropriate behaviour in regastudents’ use of the Internet (New
South Wales Department of Education and Trainirg\\NDET, 2006). Disciplinary
procedures for breaches of the code are outlimatistudents are warned not to send
any material online that may be considered offemsabusive or discriminatory
(NSWDET, 2006). To reinforce this message the dwmnt states that students’

accounts can be audited and traced if necessanydstigate breaches (NSWDET,
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2006). However, this is a detailed policy and withadequate knowledge of it staff

and students may be unclear about suitability eintlaterial they are sending online.

At a regional jurisdiction level The ACT DepartmertEducation’sAppropriate Use
of Mobile Telephonesdhicy (2005) encourages schools and colleges “tkema
reasonable rules about what students can and chningtto school” (Australian
Capital Territory Department of Education and Tiagn ACTDET, 2005). Bringing

to school electronic devices such as MP3 playergers and mobile phones is seen
as potentially dangerous and disruptive to the slhamning of the school: therefore
schools should have a right to ban them (ACTDED530The policy also indicates
that schools should develop their own policy staetand set of procedures which
provide guidelines for the use of mobile phones, suggests that although the
recommendations may be useful in the developmethiteopolicy, there is no
compulsion to comply with them (ACTDET, 2005). TRETDET digital

technologies policy guidelines emphasize certalnessuch as courtesy,
consideration and respect (ACTDET, 2005). Howewiat this means in terms of
constructing the policy is not articulated. For mde in the ACT DET policy
students are encouraged to use 'respect’ ‘couréegl‘consideration’ while using
them, what this means in practice remain somewiaiguous The general
recommendation is that mobile phones are to be aslgdout of the classroom, as a
means to contact parents to make arrangements labiogt collected from school and
other related plans (ACTDET, 2005). There is nadation that the phones have the
potential to become part of learning process and asw the case in some schools

(ACTDET, 2005). Protection against liability, negghce and damage to capital is a

15



recurring theme in this policy, and in other maana micro level documents

(ACTDET, 2005; ACTDET, 20074).

Schools under the auspices of the Archdiocese nb&aa Goulburn Catholic
Education Office are mandated to implement a cdgeaxtice based on and guided
by theComputer Facilities and External Networks — AccefgadJse(Archdiocese of
Canberra and Goulburn Catholic Education Office GZEO, 2009). The
responsibility for development and implementatidpalicy lies with the respective
school principals. The policy emphasises that #ietg and privacy of students and
staff are paramount and practices should be inrdacce with principles, regulations
and laws relating to school students and staffe gitactice must be made available to
and understood by all users but it is not clear Hogwill take place (ACGCEO,

2009).

The language used to encourage correct usageitdlderhnologies is premised on
an assumed code of values and moral standardsdraynterms such as

— Appropriate

— Acceptable

— Reasonable

— Respectful

— Accountable

— Consideration

— Courtesy
While these terms are left unspecific in the contéxhe policies, a raft of negative
consequences, legal sanctions, disciplinary andipemeasures are outlined in
detail, along with persistent references to sulaede and monitoring of users

(ACGCEO, 2009).
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In summary, the macro level policies acknowledgertbed for appropriate ethical
guidance in relation to the use of digital techigds. The guidance provided in the
macro polices to schools promotes an adherencsharad code of values. The
language of the macro policy documents also hasaayhemphasis on the legal
ramifications of using digital technologies, and thunitive sanctions that can be

imposed where there are breaches of conduct.

Micro Level Policies

In school based (micro level) policies regulating tise of digital technologies there
are similarities in terms of the type of languagd &alues being espoused in the
macro level policies. Firstly, the language usethaaschool policies can also be
found in the macro policies. Social and moral stadsd are referred to in the
acceptable use codes of practice and guidelinesegmmésented in the discursive
terminology in micro level polices (Canberra G@sammar School; 2009; Saint.
Edmund’s College, 2009). The policy documentatibtin@ micro (school) level
contains codes of accepted practice and accepiablef digital technologies to
which staff and students are expected to adhea#f, Students and parents are
expected to sign these documents (Canberra Gids@ar School; 2009; Saint.
Edmund’s College, 2009). The consequence of staffstudents not signing
acceptable user codes for digital technologiesveay considerably, however, usually

some degree of restriction on access can be applibé code.

Most school based ethical guidelines and codesauttipe insist on compliance to

legal statues, particular Acts, and education effiolicies directives. Two of these

Acts are the Copyright Act 1968 and the Privacy 2a88 (Commonwealth
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Government of Australia, 1988 & 1968). The refeeetwlegal statues and Acts may
assist in bolstering the legitimacy and authoritpalicies within the school
community. Micro level school policies can stipelabmpliance to legal
requirements and relevant macro level educatiaoneoffolicies (Canberra Girls
Grammar School; 2009; Saint. Edmund’s College, 28@®%omba North Primary
School, 2009). However, compliance is based ormsisemption that the stakeholders
are familiar with these legal requirements andqgiedi and they are appropriate for the
particular school context in which they are beimplemented. Here once again the
discursive features of digital policies are prolkégised at the level of policy

enactment and responses.

Other themes and concerns that are prevalent irort@gel policies include:
photographing students, and the use of mobile ghonand out of classroom
situations, privacy and security, Internet secuaitg accessibility of sites, cyber
bullying and protocols regarding email use. Theulisive features of the language
emphasise appropriateness acceptability and dstile material being non-
offensive or offensive (Canberra Girls Grammar $th»009; St. Edmund’s College,

2009, Katoomba North Primary School, 2009).

There is a level of complexity which lies in theédrpretation and enactment of school
rules of acceptable use of digital technologiesat\an be considered offensive is
the subject of debate, as in some instances thisri@ecan be educational. As Morias
Morais da Costa (2007) explains:

“When filters of the Internet try to control the@nmation which people

have access, a question appears. Are these &lteahkiable tool to eliminate
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all of the ethical problems of the Internet? Eanb of these filters is

subjective and some of them eliminate informatidroge content could be

considered as useful information” (Morais da Co2€4)7, p2).
For example, researching world poverty on the hmgemay reveal images of mal
nourished and starving people and dead bodiesn@evel this material can be
disturbing to people and is offensive in the sehaéno human beings should be
deprived of the basic necessities conditions ef kit the same time the images can
function to educate the student as they graphidalistrate the consequences of
extreme poverty and deprivation. Clearly, teacbhdggment has to be applied to
determine how graphic the images can be and adésagh and maturity level of the
students. This example also illustrates that cantetentionality, teacher judgement
and critical awareness are important factors tdit@ae the monitoring of what
students and or staff may access via the Intefinetse factors go beyond the
boundaries of the acceptable codes of practicehwdenerally neglect to include
them as part of their framework. The example dlastrates that terms such as
acceptability, offensive, disturbing, inappropriate contested and can be subjected
to multiple interpretations based on the schoallsucal frames of reference. The
processing and understanding of policy terminolglalso be influenced by the
religious and social backgrounds of the studentghErmore, the education students
and staff have received regarding the ethics aéblé Internet usage becomes
important in relation to students’ capacity to takenership and responsibility for

their actions and ethical choices.
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The Discourse of Compliance and Control

The type of language used in digital technologi@gies (both macro and micro)
discussed in this paper represents a discoursaatbased by notions of compliance
and control. Compliance and control are presetitertone and intent of the language
which is premised on legal and regulatory requingierl he language used is also
underpinned by assumptions about a shared systemdefstanding and standards
defining what is appropriate use of digital teclogi¢s. The discourse also serves to
delineate the boundaries between acceptable andcu@ptable practice in schools.
The discourse as presented in the form of educatpslicy represents a codified
response to perceived threats and dangers to schoalirring through transgressions
of prescribed ethical frameworks and values. Ia Wy schools become sites of
reconstruction for the discourse of compliance @atrol. At a policy level this
involves seeing policy as a form of social practioare than the text itself (Olssen,

Codd & O’Neil, 2004).

The assumed adherence to a system of values didteurse of digital technologies
polices is problematic when viewed from a critiaablysis perspective. The values
and ethical precepts underpinning the policiematerticulated clearly in the policy
discourse but are used as referential guide taisanstudent and staff behaviour in
relation to the use of digital technologies. Whethe recipients understand or share
these values is difficult to determine. The imperato stay within the designated
guidelines is based on a recourse to educatiormyahd legal sanctions which can

be called upon to the discipline the transgressor.
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While it is important that students and staff do Im@ach laws regarding privacy,
confidentiality, distribution of defamatory or hauhmaterial. The emphasis in
policies on the parameters of acceptable use devalnd largely neglects the
educative dimension of engagement with ethics agithtitechnologies school
settings. Education can mean promoting a greatareaess and understanding in
school communities regarding the ethical use atali¢echnologies. Fusco (1999) in
his papeiTeaching Children about the Interretserts that awareness and
understanding of ethical considerations amongsh&a, parents and students is
essential and without this awareness policies angrams created for the protection
of unwanted Internet sites and to filter emailsraredered ineffective. An example of
a course designed to increase awareness and dsa@ris one designed by
Grabowska and Nagabushan (2002). In their couesertiphasis is on how to
approach ethical decision making through engadiegtudents with digital
technologies (computers) and assessing the etmpétations of taking certain

decisions (Grabowska and Nagabushan, 2002).

The concept of ethical competence for digital t&tbgy users in schools is critical
and requires the stakeholders to have a reasokiatwdedge of policy guidelines so
they can respond in an informed and constructivenaato ethical dilemmas. This
approach goes beyond narrow based rule compliante tdictates of digital
technologies policies. Whitton (2007) argues #thical competence in applying the
principles of a code of ethics or practice shoulnbpce better informed and properly
considered decisions. In contrast the discoursanttions, control and penalties,
places the emphasis on an extrinsic or imposed habdegulation as opposed to a

participatory approach where stakeholders take mshiand engage in constructive
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understanding of the process. As Nordkvelle an@i®é&sk, “what do teachers need
to consider in reflecting on the ethical statueghair practice using ICT?”
(Nordkvelle and Olsen, 2005, p 25). In this waig ipbossible to argue for a reflective
approach in regard to comprehending ethical frannkesvand guidelines, which
involves teachers questioning the assumptions wimclerpin their responses to

ethical problems (Groundwater-Smith, et al, 2009).

Alternative Approaches

In the United States and Australia filtering, bloakand surveillance of students’ use
of the internet is the favoured approach. This apghn is typified irCritical
Technology Issues for School Leadevhere Brooks-Young argues that a rigorous
regime of constant vigilance and controls is nemgsi$ teachers are going to prevent
students from committing transgressions using nitermet (Brooks-Young, 2006).
There are a range of filtering and blocking aneérnét security type systems in place
in Australian schools to regulate what Internegssthey want to block or restrict
access to. Access to Youtube provides an integestise, with schools adopting a
range of approaches to accessing this site rafdigpngno access for staff and
students, to open access. The Youtube site isaenesl to be controversial for use in
schools by some school leaders. Their reasons ¢vehis stance are related to
Youtube’s video clips some of which contain sexugllent and inflammatory
content. Teachers are denied access to Youtulhaots despite the potential to
access a lot of educationally useful material. ftoee bland and limited Teachertube

is offered as an alternative for teachers to uskeaaness at school.

22



The question of ownership of responsibility conasgrethical behaviour with digital
technologies in schools is illuminated by modelsperation in Scandinavian
countries, where filtering and blocking systemsgaeerally not used with the
Internet in schools. Accessing the Internet in Ssmedenmark and Finland is based
largely on a philosophy of student responsibilibgernet filters rarely exist on school
computers other than for protection of virusespamns. According to a CoSN report
on ICT use in schools in Scandinavia (Sweden, Dekiauad Finland) a different
approach is taken to controlling students accefisetdnternet (CoSN, 2007). A
school librarian in Copenhagen said “The studentierstand that the computers here
are for learning” and “the filter is in their hea@CoSN, 2007). Asked about the
number of transgressions due to unfettered Intexcedss, teachers and
administrators told us they “could individually dleath any true abuse, but indicated
this was not a problem. “ (CoSN, 2007 ,p4). Imteof ICT teachers, they are free to
make the best use of their capabilities with feingyosed rules and restrictions.
(CoSN, 2007). This sentiment is also reflectechaBritish Educational
Communications and Technology Agency’s (BECTA) Uokathorities document

which states that:

“Children and young people should be supportetiéir tuse of ICT, through
education and rules for using the technology saaty clear routes for
accessing help and advice.” (British Educatiomal @ommunications

Technology Agency, 2009)

Schools can be sites of reinterpretation and reéaaetgn, in response to the
discourse of compliance and control. At a polioyelehis involves seeing policy as a

form of social practice more than the text its€lfgsen, Codd and O’Neil, 2004).
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Stephen’s dilemma

Returning then to Stephen and his year ten classrdbe rules designed by his
school in regard to mobile phones were written alnaodecade ago, when mobile
phones were basically equipped with the functidnsaventional phones. They were
a lot more expensive, less widespread, and gepeegjarded as a nuisance and a
distraction in the classroom. In 2009 mobile pharees function as cameras, video
cameras, computers, internet accessors, and ganatge amounts of visual and
written information. A student is increasingly mdikeely to use his or her phone to
record a homework or assignment task than wridlewn in a diary. This illustrates
how the terms of use set down at a policy leveld#feult to maintain over even
short period of time as digital technologies aranging rapidly. Along with the pace
of change, issues relating to degrees of accedsstadents’ and teachers' ability to
use the digital technologies for multi purposes alsmplicates policy development in

this area.

Stephen is a competent user of sophisticated fofrdgital technology but access to
and ability to use the digital technologies in $tfool is constrained by rules and
guidelines which are comprised largely of negativesequences. These guidelines
attempt to safeguard against the ethical contrea®end breaches of protocols that
can occur when students use these technologiehaokcontexts. As exemplified in
this statement from thigigital Education Revolution Strategic Pld6yber safety
education policy at the local school level may altdw innovative use of ICT”
(DEEWR, 2008, p7). This sentiment is also identiifie Neal's study in 2005 where
students communicate their frustrations with iné¢ites being blocked by restrictive

policies. (Neal, 2005) Neal argues that theseiotisins in regard to Internet access
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represent an imposition on student learning. Irstusly students reported that they
felt more comfortable with accessing computersoané where they usually have

more freedom to access Internet sites (Neal, 2005).

Conclusion

This paper has sought to broaden the discussiont #b® nature of digital
technologies policies in Australian schools by f&ging on how they relate to ethical
concerns and issues. A discourse has been identifimacro and micro policy
documents which seek to mandate the ethical ud@iél technologies according to
with reference to a code of values. These valueslaaracterised by their level of
generality and ambiguity, particularly when subgelcto critical analysis. The
discourse is characterised by notions of compliamzkcontrol which are represented
through the discursive terminology present in peiand acceptable codes of
practice. The language used to generate the dseaicontested and value laden and
open to multiple to interpretations particulariytia¢ school level. Another aspect of
the discourse is its limited recognition of the eative possibilities of guiding
students and teachers to become better informadt & ethical implications of

using digital technologies in school environments.

Greater reflection, research and critical inquégssential to gain a more nuanced
and contextual understanding of the dynamics atpamnplementation and
interpretation in Australian schools. Such reseasarhalso reveal more about the
nature of these policy documents as texts repneseatform of official discourse.
The macro level policies inherited by school comities are to an extent being

‘steered from a distance’, as school leaders fireolenterpret and reconfigure these
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policies in accordance with their educational amclad contexts (Lingard, 1996;
Lingard & Blackmore, 1997). By taking ownershipdigital technologies policies
school communities can engage in a mediation ams$fiormation of the discourse of
compliance and control. To better understand theseesses requires recognition and
understanding of the views of students, staff aareqts regarding digital
technologies policies. Their voices are largelyeab$rom the current landscape of
Australian research in the field. With a major axgan of digital technologies access
and availability in Australian schools brought ablaugely due to the ‘Digital
Education Revolution’, the findings of such residras potential to deepen and
enrich our understanding of this dynamic and comfitdd. The findings can also
contribute to the formation of dynamic and flexiplaicies which could allow
students such as Stephen to use digital technslegta greater educational potential

and with an enhanced sense of ethical respongibilit
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